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[bookmark: _Toc173507603]
SECTION I

[bookmark: _Toc173507604]SOLICITATION TO BID

CHEROKEE NATION ENTERTAINMENT, LLC.

PROJECT NAME: Cherokee Nation Entertainment – Third-Party Vendor Risk Management Software

[bookmark: _Toc173507605]Cherokee Nation Entertainment is seeking proposals for a Third-Party Risk Management software. This project is focused on implementing a centralized platform to strengthen CNE’s ability to evaluate, monitor, and mitigate risks associated with suppliers and other external partners.The software will provide enhanced visibility into vendor performance, financial health, regulatory compliance, geopolitical, and reputational occurrences, enabling cross-functional teams in procurement, compliance, and legal to collaborate more effectively. In addition, the platform will support audit readiness and regulatory reporting through comprehensive dashboards and documentation, ensuring risk controls are consistently applied and easily demonstrated. The project aims to reduce exposure to financial, operational, geopolitical, and reputational risks while freeing up resources to focus on strategic initiatives and cost-saving opportunities.

Bids are to be returned to the email address indicated in the formal documents attached to this bid posting by April 10, 2026, at 3:00 PM. Bids can be emailed to: bids@cnent.com. Please copy and paste the Subject line below into your email subject line. This is the only text that can be in the subject line. RFP documents must be sent as an attachment. Proposals are only accepted when submitted to the email address. We do not accept bids in person or by mail. Do not copy the buyer on the submittal. If you copy the buyer on the submittal, it can be grounds for disqualification. Email Subject Line: CNE Bid packages must include the use of the bidder response sheet, as well as any required documents if applicable. All Bids/Proposals must be submitted in writing; no verbal questions will be responded to. 
RESPONSE INSTRUCTIONS

All bids shall be submitted by email using the following email address: bids@cnent.com. Please copy and paste the Subject line below into your email subject line. This is the only text that can be in the subject line. RFP documents must be sent as an attachment. Proposals are only accepted when submitted to the email address. We do not accept bids in person or by mail. Do not copy the buyer on the submittal. If you copy the buyer on submittal, it can be grounds for disqualification.
Email Subject Line: CNE164387

If you do not receive a confirmation of receipt email after sending your RFP response, please call or email your CNE contact.

The Bidder must supply all the information required by the RFP Documents, hereinafter defined.



[bookmark: _Toc173507606]SECTION II

[bookmark: _Toc173507607]INSTRUCTIONS TO BIDDER

[bookmark: _Toc173507608]1.00	DEFINITIONS

1.01	The "RFP Documents" shall mean and shall include the Solicitation to Bid; Instructions to Bidder; Bid Schedule; Statement of Work; Drawings and Specifications, and all other attachments, exhibits, and other documents attached hereto and/or incorporated by reference herein.

1.02	"Company" refers to Cherokee Nation Entertainment, LLC soliciting bids and/or proposals for the Work described in the Statement of Work. 

1.03	"Company Representative" refers to the Company personnel designated as the Project Manager as identified in Section I, Solicitation to Bid, or other authorized representative of Company as may be specified in writing. 

1.04	"Contractor" refers to the party acting directly or through agents, subcontractors, or employees and is currently under contract with the Company or, upon awarding the bid, will enter into a contract directly with the Company.

1.05	"Subcontractor" refers to the party contracting with the Contractor for any part of the Work as defined in the Statement of Work.

1.06	"Work" includes all services to be performed or things to be furnished by the Contractor, or both services and things, as the context reasonably requires, including all supervision, labor, materials, supplies, tools, equipment, light, water, fuel, power, heat, transportation, or other facilities necessary for the discharge of all of Contractor's obligations as described in the Statement of Work.

[bookmark: _Toc173507609]2.00	DESCRIPTION OF WORK

2.01	The Work to be performed is described in Section III, Statement of Work and Specifications, of the enclosed RFP Documents.

[bookmark: _Toc173507610]3.00	FAMILIARITY WITH RFP DOCUMENTS and PROPOSED WORK

3.01	The Bidder is responsible for the examination of all RFP Documents, inspection of all work sites, and familiarization with all conditions concerning the Work. Failure or neglect of the Bidder to discharge this responsibility will not excuse nonperformance.

3.02	The Bidder is responsible for estimating the time and quantities of work required to complete the Work. Failure or neglect of the Bidder to discharge its responsibility will not excuse nonperformance.

3.03	The Company may require prospective bidders to complete a Non-Disclosure Agreement prior to providing the Statement of Work to a prospective bidder.

[bookmark: _Toc173507611]4.00	BIDDING INSTRUCTIONS

4.01	The Bidder shall make its bid by inserting the Bidder's figure in the applicable blanks of the Bid Response provided in the Statement of Work, by initialing those inserted figures, by completing any forms, and by returning the completed Bid Schedule to the Company.

4.02	The Bidder must furnish, with its bid, a completed and signed Confidentiality and Business Relationship/Non-Collusion Representation, a copy of which is included in the RFP Documents as Section IV. 	

4.03	This procurement may be subject to Cherokee Nation Gaming Commission ("CNGC") policies and procedures. In the event CNGC licensing is applicable, the successful vendor(s) shall be responsible for obtaining all licenses required by CNGC. CNGC licensing requirements may include licensing fees as well as security and background checks of vendor(s) employees. Current policies and procedures can be found on the Cherokee Nation website or by contacting the CNGC office at 918-431-4116.

4.04	This procurement is subject to Cherokee Nation Tribal Employment Rights Office ("TERO") regulations that include a fee of ½ of 1% of the total contract award and, if applicable, the completion of a TERO Labor Agreement and payment of associated fees. The successful Bidder's award will be published on the Cherokee Nation's procurement website, and their performance will also be measured, recorded, and reported to the Cherokee Nation.   The complete Act is available by contacting the TERO OFFICE at Tahlequah 918-453-5000.  TERO bidders are required to provide a copy, front and back, of their TERO certificate with return bid(s), and failure to do so will result in such bidders not receiving the TERO preferences afforded TERO bidders under the CNE procurement and contracting policies and procedures. 

4.05	The Bidder must furnish, with its bid, a subcontractor plan indicating what amount of the Contract, either in dollar estimate or percentage of work estimate, will be subcontracted and the Indian-owned status, if any, of those subcontractors, including tribal identification.

4.06	All names on the Bid Schedule must be typed or printed below the signature.

4.07	The Bid Schedule must be completed in ink or by printer. The Bid Price on the Bid Schedule must be stated in words and figures; in case of a conflict, words will take precedence. No alterations, additions, or erasures shall be made to the Bid Schedule. Erroneous entries shall be lined out and initialed by the Bidder, and the correct entry inserted.

4.09	The Bid Schedule shall contain an acknowledgment of receipt of all Addenda (the numbers shall be filled in on the Bid Schedule).

4.10	The address to which communications regarding the Bid Schedule are to be directed must be shown.	

4.11	Bids shall be submitted at the time and place indicated in the Solicitation to Bid., marked with the Project Title, Bid Number, Name, and Address of the Bidder, and accompanied by the other required documents. 

[bookmark: _Toc173507612]5.00	QUALIFICATION OF BIDDERS

5.01	No bid will be accepted unless the Bidder can, if requested, show to the satisfaction of the Company evidence of its experience and familiarity with the work of the character specified. This may include, at the Company's option, evidence of similar work by its firm (or principal employees) that has been performed satisfactorily and completed during the past five (5) years.

5.02	No bid will be accepted unless the Bidder can show to the satisfaction of the Company evidence of its financial ability to perform the Work successfully and properly to completion.

5.03	If Bidder has a parent company or relies on a parent company to obtain or fulfill any of the Work to be contracted, then Company has the right to require Bidder's parent company to provide a guarantee of Bidder's proposal and the performance of any obligations arising under a Contract Agreement if Bidder is awarded the bid.

5.04	If awarded the bid, Bidder and any subcontractors of Bidder in the performance of the Work shall, to the greatest extent feasible, give preference to Indian organizations, Indian-owned enterprises, and individuals as certified by TERO. First preference shall be given to members of the Cherokee Nation and their businesses. Second preference shall be given to members of all other federally recognized tribes.  

[bookmark: _Toc173507613]6.00	INTERPRETATIONS

6.01	All questions about the meaning or intent of the RFP Documents shall be submitted to the Company Representative in writing. Replies will be issued by Addenda mailed to, delivered to, or sent by email to all parties recorded by the Company as having received the RFP Documents. Questions received less than two days before the bid opening date will not be answered. Only questions answered by formal written Addenda will be binding. Oral and other interpretations or clarifications will be without legal effect.

[bookmark: _Toc173507614]7.00	CONTRACT TIME

7.01	If applicable as required in the Statement of Work, the number of days within which the Work is to be completed or the date by which the Work is to be completed shall be provided as outlined in the Bid Schedule and will be included in the Contract Agreement.

7.02	If a Project Schedule is required or a Date of Substantial Completion is defined per the Statement of Work, then the Contract Time for the work to be performed shall be considered a material consideration in the bid award. 

[bookmark: _Toc173507615]8.00	LIQUIDATED DAMAGES

8.01	Provisions for liquidated damages, if any, will be specified in the Statement of Work and/or as set forth in the Contact Agreement.

[bookmark: _Toc173507616]9.00	SUBSTITUTE MATERIAL and EQUIPMENT

9.01	If material and equipment as described in the Statement of Work are a basis for award, then the Contract, if awarded, will be based on material and equipment described in the Statement of Work and Specifications without consideration of possible substitute or "equal" items. Whenever it is indicated in the Statement of Work and Specifications that a substitute or "equal" item of material or equipment may be furnished or used by a Contractor if acceptable to the Company, application for such acceptance will not be considered by the Company until after the effective date of the Contract Agreement. 

[bookmark: _Toc173507617]10.00	REJECTION OF BIDS

10.01	Bids received more than ninety-six (96) hours, excluding Saturdays, Sundays, and holidays, before the time set for opening bids, as well as bids received after the time set for opening bids, will not be considered and will be returned unopened.

10.02	The Company reserves the right to reject any and all bids when such rejection is in the best interest of the Company. All bids are received subject to this stipulation, and the Company reserves the right to decide which bid shall be deemed lowest and best. A violation of any of the following provisions by the Bidder shall be sufficient reason for rejecting its bid or shall make any Contract between the Company and the Contractor that is based on its bid null and void: (i) divulging the information in said sealed bid to any person, other than those having a financial interest in the said bid, until after bids have been opened; (ii) submission of a bid which is incomplete, unbalanced, obscure, incorrect, or which has conditional clauses, additions, or irregularities of any kind not in the original Bid Schedule, or which is not in compliance with the Instructions to Bidder and Solicitation to Bid, or which is made in collusion with another bidder. The foregoing list is non-exhaustive, and the Company reserves the right to reject a bid or nullify any Contract between the Company and the Contractor based on his bid for any other reason it deems is in the best interest of the Company.

[bookmark: _Toc173507618]11.00	BIDS TO REMAIN OPEN

All bids and pricing submitted under this RFP shall remain valid and open for sixty (60) days after the day of the bid opening, but the Company may, in its sole discretion, release any bid prior to that date.

[bookmark: _Toc173507619]12.00	AWARD OF CONTRACT

12.01 The Company reserves the right to reject any and all bids, to waive any and all bid document requirements, to negotiate Contract terms with the successful Bidder, and the right to disregard all nonconforming, nonresponsive, or conditional bids. Discrepancies between words and figures will be resolved in favor of words. Discrepancies between the indicated sum of any column of figures and the correct sum thereof will be resolved in favor of the correct sum.

12.02 The Company reserves the right to issue one award, multiple awards, or reject all bids. All quotes are subject to negotiation prior to award. Awards may be issued without discussion of the quote received, and quotes should initially be submitted on the most favorable terms from a price and technical standpoint. 

12.03 In evaluating bids, the Company shall consider the qualifications of the bidders and whether or not the bids comply with the prescribed requirements.

12.04 The Company may consider the qualifications and experience of subcontractors and other persons and organizations (including those who are to furnish the principal items of material or equipment) proposed for those portions of the Work as to which the identity of subcontractors and other persons and organizations must be submitted. Operating costs, maintenance considerations, performance data, and guarantees of materials and equipment may also be considered by the Company.

12.05	The Company may conduct such investigations as it deems necessary to assist in the evaluation of any bid and to establish the responsibility, qualifications, and financial ability of the bidders, proposed subcontractors, and other persons and organizations to perform the Work in accordance with the terms of a Contract Agreement and to Company's satisfaction within the prescribed time.

12.06	The Company reserves the right to reject the bid of any bidder who does not pass any such evaluation to the Company's satisfaction.

12.07	A Contract Agreement along with the terms and conditions of such agreement will be negotiated upon award. Company may rescind the award of a bid for failure to agree upon the terms of the Contract Agreement within a reasonable period of time or for Bidder's failure to negotiate in good faith or timely respond to requests or inquiries of the Company. Prior to the execution of a Contract Agreement by an authorized representative(s) of each party, the successful Bidder shall not perform any services, conduct any business on Company property, or acquire or procure any supplies, materials, or equipment on behalf of the Company to be used in performing the Work as bid, unless specifically requested by an authorized Company Representative in writing. The Company will notify the successful Bidder in the Statement of Work or Notice of Award that additional executive or board of director approvals will be required prior to negotiating the terms of a Contract Agreement. In the performance of the Work awarded, the Company, Contractor, and its subcontractor(s) shall, to the greatest extent feasible, give preference to Indian organizations, Indian-owned enterprises, and individuals. First preference shall be given to members of the Cherokee Nation. Second preference shall be given to members of all other federally recognized tribes.

12.08	The successful Bidder shall execute and deliver the Contractor's Payment and Performance Bond (if required per the Statement of Work or Contract Agreement) and the required certificate(s) of insurance evidencing the limits and endorsements as required by the terms and conditions of the Contract Agreement within five (5) calendar days of receipt of the Notice of Award. If the successful Bidder fails to execute and deliver the Contractor's Payment and Performance Bond and the required certificates of insurance(s) within five (5) calendar days of the Notice of Award, the Company may annul the Notice of Award.

[bookmark: _Toc173507620]13.00	BEGINNING WORK

The Work shall be commenced as agreed upon by the parties. However, Work shall not be commenced until the Contractor has provided the requisite bonds and proofs of insurance required by the Contract Agreement.

[bookmark: _Toc173507621]14.00	INVOICING REQUIREMENTS 

All invoices for the Work submitted by the successful Bidder must be coded in accordance with Company policies. The successful Bidder will be responsible for meeting with the Company's Accounting Department representative regarding necessary coding requirements and complying therewith.
[bookmark: _Toc173507622]
SECTION III

[bookmark: _Toc173507623]STATEMENT OF WORK

CHEROKEE NATION ENTERTAINMENT, LLC.

Third-Party Vendor Risk Management Software
Procurement: 

[bookmark: _Toc172702362][bookmark: _Hlk172024456]INTRODUCTION
Provide a brief overview of the project and its purpose.
The Third-Party Risk Management software project is focused on implementing a centralized platform to strengthen CNE’s ability to evaluate, monitor, and mitigate risks associated with suppliers and other external partners.The software will provide enhanced visibility into vendor performance, financial health, regulatory compliance, geopolitical, and reputational occurrences, enabling cross-functional teams in procurement, compliance, and legal to collaborate more effectively. In addition, the platform will support audit readiness and regulatory reporting through comprehensive dashboards and documentation, ensuring risk controls are consistently applied and easily demonstrated. The project aims to reduce exposure to financial, operational, geopolitical, and reputational risks while freeing up resources to focus on strategic initiatives and cost-saving opportunities.

[bookmark: _Toc172702363]PURPOSE and OBJECTIVE
Centralize vendor risk data to create and summarize a single source of truth from multiple sources for risk assessments
Automate due diligence processes, including onboarding, compliance checks, and ongoing monitoring through automated workflows
Enhance visibility into financial stability, geopolitical positions, regulatory compliance, and operational performance
Streamline workflows for procurement, legal, and compliance teams to collaborate effectively
Ensure that all vendor risk management activities are documented and easily accessible for audits
Provide evidence of controls, due diligence, and monitoring practices to meet regulatory requirements and internal governance standards
Reduce time spent on vendor risk tasks 

[bookmark: _Toc172702364]




SCOPE
Vendor Onboarding & Due Diligence
Integrate background checks, financial stability assessments, and compliance reviews
Include geopolitical and reputational risk indicators (e.g., sanctions, trade restrictions, negative media coverage, litigation history)
Risk Assessment & Monitoring
Establish standardized risk scoring models for vendors
Monitor vendor performance and regulatory compliance
Track geopolitical developments ( tariffs, embargoes, political unrest) and reputational signals (public perception, controversies, ESG concerns)
Geopolitical & Reputational Risk Integration
Incorporate external data feeds on global political, economic, and regulatory changes
Assess vendor exposure to regions with heightened geopolitical instability
Monitor reputation risk through adverse media, social sentiment, and industry reports
Provide alerts for litigation, fraud, unethical practices, supply chain disruptions, or
reputational crises
Scenario analysis for supply chain disruptions or reputational crises
Collaboration & Workflow
Enable procurement, compliance, finance, and legal teams to collaborate within a unified platform
Document decision-making processes for audit and regulatory purposes
Escalation workflows for vendors impacted by operational, financial, compliance, geopolitical, or reputational events
Reports & Audit Readiness
Generate dashboards and reports for executive leadership
Provide evidence of due diligence and monitoring for regulatory audits
Include geopolitical and reputational risk reporting to support strategic sourcing and contingency planning

PROJECT DELIVERABLES
Centralized TPRM platform with automated workflows
Integrated geopolitical and reputational risk monitoring modules
Vendor risk scoring framework with operational, financial, geopolitical, and reputational weighting
Executive dashboards and compliance reports
Training sessions for procurement, and compliance teams

[bookmark: _Toc172702367]MILESTONES
Identify and list key milestones or checkpoints throughout the project timeline.
Click or tap here to enter text.
[bookmark: _Toc172702368]
TASKS
List the project's specific tasks or activities. Each task should be concise and outline the necessary resources and dependencies.
Click or tap here to enter text.
[bookmark: _Toc172702369]
SCHEDULE (timeline)
Present a timeline or schedule outlining the project's start and end dates.
Click or tap here to enter text.
[bookmark: _Toc172702370]
STANDARDS, TESTING, and COMPLIANCE
Standards Alignment Deliverables
Documentation showing alignment with relevant frameworks
Mapping of platform controls to regulatory requirements
Evidence of secure development practices
Data governance and data-handling standards documentation
Platform Validation & Functional Testing Deliverables
User acceptance testing plan and results
Integration testing with internal systems
API testing and documentation
Performance and load-testing results
Compliance Reporting Deliverables
Standardized vendor risk assessment templates
Automated compliance reporting dashboards
Audit-ready evidence packages for vendor reviews
Continuous monitoring reports across risk domains
Governance and Oversight Deliverables
Risk scoring methodology documentation
Workflow and approval process documentation
Policy and procedure alignment review
Annual compliance review and roadmap recommendations

[bookmark: _Toc172702371]REQUIREMENTS
System Architecture
Scalable platform with high availability
Modular design to support add-on capabilities (e.g., geopolitical risk, reputational monitoring)
API-driven architecture for integration with ERP, procurement, compliance, and financial systems
Role-based access control with single sign-on (SSO)
Data Management
Centralized database with standardized data fields
Secure storage of certifications and compliance documents
Automated ingestion of external data feeds (e.g., sanctions lists, adverse media, geopolitical indices)
Audit trails for all data changes and user activity
Risk Assessment & Monitoring
Configurable risk scoring/classification engine with weighted factors (financial, operational, compliance, geopolitical, reputational)
Continuous monitoring of vendor risk through automated alerts
Integration with external watchlists (OFAC, EU sanctions, UN lists)
Adverse media monitoring for repurational risk
Geopolitical risk module with country-level risk ratings, trade restrictions, and political stability indicators
Workflow & Collaboration
Automated workflows for vendor due diligence and periodic reviews
Escalation paths for high-risk vendors
Collaboration tools for procurement, compliance, and legal teams
Documented approval process for audit readiness
Reporting & Analytics
Executive dashboards with real-time vendor risk profiles
Customizable reports for regulatory compliance
Scenario analysis for geopolitical disruptions (e.g., tariffs, embargoes, regional instability)
Reputational risk reporting (media coverage trends, ESG controversies)
Exportable reports in PDF, XLSX, and CSV formats
User Experience
Intuitive interface with role-specific dashboards
Configurable notifications (email, in-app)
Training modules and knowledge base for end-users
Implementation & Support
Vendor provided training and onboarding support
24/7 technical support with defined SLAs
Regular updates and feature enhancements

[bookmark: _Toc172702372]SUCCESS CRITERIA (expected outcomes)
Reduced exposure to financial, operational, geopolitical, and reputational risks
Improved efficiency through automation and centralized data
Enhanced ability to anticipate and respond to global events or reputational challenges impacting vendors
Stronger compliance with regulations and internal governance standards and audit readiness
Greater focus on strategic initiatives and cost-saving opportunities

[bookmark: _Toc172702373]PRICING and TERMS OF PAYMENT
Outline the financial aspects of the project. Include the expected pricing structure, payment terms, and any relevant terms and conditions.
Please provide a detailed pricing proposal that itemizes costs by module.
[bookmark: _Toc172702374]
ATTACHMENTS
Include all necessary documents, drawings, etc.

[bookmark: _Toc173507624]



*Complete Statement of Work attached within Procurement # 



































SECTION IV

[bookmark: _Toc173507625]DATA PRIVACY and PROTECTION STANDARDS
[bookmark: _Toc173507626]DEFINITIONS

Affiliates - any entity directly or indirectly controlling, controlled by or under common control. 

Cherokee Nation Entertainment – means Cherokee Nation Entertainment, LLC, its parent, subsidiaries and/or Affiliates (“CNE”).

Collective Data - All data, records, and reports, including any Protected Information, provided by CHEROKEE NATION ENTERTAINMENT to Provider; or resulting from or generated in connection with the Services performed by Provider under this Agreement for the benefit of CHEROKEE NATION ENTERTAINMENT.

Information Security Incident - any actual or suspected unauthorized access to or use, disclosure, processing, or acquisition of any Protected Information.

Information Security Program - security program which, at a minimum, includes the implementation and maintenance of all administrative, organizational, technical, and physical safeguards and other security measures necessary for compliance with industry best practices and all applicable Privacy and Information Security Requirements.

Personal Data - information that identifies, relates to, describes, is capable of being associated with, can be used to distinguish or trace an individual’s identity, either alone or when combined with other personal or identifying information that is linked or could reasonably be directly or indirectly linked to, any contractor, customer, or employee of CHEROKEE NATION ENTERTAINMENT.

Privacy and Information Security Requirements – all legal and regulatory requirements which address the protection and privacy of Personal Data and written information security requirements of CHEROKEE NATION ENTERTAINMENT which address Protected Information.

Proprietary Information - non-public information which is proprietary to CHEROKEE NATION ENTERTAINMENT, including, without limitation, inventions, designs, financial data, banking information, copyrights, trademarks, source and object code, programs, program interfaces, know-how, trade secrets, techniques, ideas, discoveries, marketing and business plans, pricing, profit margins and/or similar information by its very nature, a person in the same or similar circumstances would understand should be treated as proprietary and/or confidential.

Protected Information - Personal Data and Proprietary Information.



[bookmark: _Toc173507627]DATA PROTECTION and INFORMATION SECURITY PROGRAM

In the provision of Services, Provider will receive, store, or have access to information that identifies, relates to, describes, is capable of being associated with, or could reasonably be directly or indirectly linked to, any contractor, customer, or employee of CHEROKEE NATION ENTERTAINMENT (collectively referred to as “Personal Data”). In addition to Personal Data, CHEROKEE NATION ENTERTAINMENT may provide or make available to Provider other non-public information which is proprietary to CHEROKEE NATION ENTERTAINMENT, including, without limitation, inventions, designs, financial data, banking information, copyrights, trademarks, source and object code, programs, program interfaces, know-how, trade secrets, techniques, ideas, discoveries, marketing and business plans, pricing, profit margins and/or similar information by its very nature, a person in the same or similar circumstances would understand should be treated as proprietary and/or confidential (collectively referred to as “Proprietary Information”). Personal Data and Proprietary Information collectively shall be referred to and known as “Protected Information”.

Provider shall not transfer or provide access to Protected Information outside the country in which CHEROKEE NATION ENTERTAINMENT had originally delivered such Protected Information without the express written consent of CHEROKEE NATION ENTERTAINMENT. Provider shall not share, transfer, disclose or otherwise provide access to any Protected Information to any third party which has not been named or identified in this Agreement unless CHEROKEE NATION ENTERTAINMENT has authorized Provider to do so in writing.

Provider shall comply with the following Privacy and Information Security Requirements to the extent applicable to its provision of services under this Agreement: (1) all applicable international, federal, state, provincial and local laws, rules, regulations, directives and governmental requirements relating in any way to the privacy, confidentiality, and/or security of Personal Data, including, without limitation: General Data Protection Regulation; the Gramm-Leach-Bliley Act; laws regulating the secure disposal of records containing Personal Data; and all other similar requirements; (2) the Payment Card Industry (“PCI”) Data Security Standards; and (3) all applicable provisions of written information security requirements of CHEROKEE NATION ENTERTAINMENT and Provider which the parties have mutually agreed upon, including, without limitation, CHEROKEE NATION ENTERTAINMENT’ data privacy and security policy, as amended from time to time, a current copy of which is available on CHEROKEE NATION ENTERTAINMENT’ and its Affiliates’ websites.

Provider shall implement security which, at a minimum, includes the implementation and maintenance of all administrative, organizational, technical, and physical safeguards and other security measures necessary for compliance with industry best practices and all applicable Privacy and Information Security Requirements (“Information Security Program”). This provision also applies to any vendors, third party service providers, or independent service providers of Provider. Such Information Security Program must be designed to: (i) ensure the security and confidentiality of all Protected Information; (ii) protect against any anticipated or reasonably likely threats or hazards to the security or integrity of such Protected Information; (iii) protect against any actual or suspected unauthorized access to or use, disclosure, processing or acquisition of such Protected Information (“Information Security Incident”); and (iv) ensure proper disposal of Protected Information.

Provider’s Information Security Program shall, at a minimum, include regular testing or otherwise monitoring of the effectiveness of Provider’s information safeguards. Upon request from CHEROKEE NATION ENTERTAINMENT and subject to reasonable discretion of CHEROKEE NATION ENTERTAINMENT, Provider shall permit CHEROKEE NATION ENTERTAINMENT to conduct an audit and review of Provider’s information security program or Provider shall provide to CHEROKEE NATION ENTERTAINMENT written confirmation from an independent auditor that the Provider’s information safeguards have been tested and audited against the highest industry standards. Provider agrees to fully cooperate with such security review requests by CHEROKEE NATION ENTERTAINMENT and implement all commercially reasonable changes to its Information Security Program that are required to address any deficiencies identified during any test or audit to ensure Supplier’s Information Security Program complies with the requirements of this Agreement. In addition, CHEROKEE NATION ENTERTAINMENT shall have the right at any time to review and inspect records to such extent as shall be reasonably necessary to confirm the adequacy of Provider’s control environment.

[bookmark: _Toc173507628]DATA BREACH

In the event of an Information Security Incident, Provider will, subject to applicable legal and regulatory requirements, immediately or, in no event, more than 2 business days: (i) notify CHEROKEE NATION ENTERTAINMENT in writing of such Information Security Incident with assurances that the Information Security Incident is not likely to recur (such notice shall summarize in reasonable detail, the effect of the Information Security Incident on CHEROKEE NATION ENTERTAINMENT, the Collective Data affected, and the corrective action taken or to be taken by Provider); (ii) investigate the Information Security Incident and perform a root cause analysis, including with limitation, a security assessment and security audit and forensic analysis of the Information Security Incident; (iii) take (at its sole cost and expense) all necessary actions to prevent, contain, mitigate, and remediate the impact of the Information Security Incident; (iv) cooperate fully with CHEROKEE NATION ENTERTAINMENT in all reasonable and lawful efforts to mitigate the effects of such Information Security Incident; (v) fully cooperate with CHEROKEE NATION ENTERTAINMENT by providing all information necessary to notify customers or government regulators regarding any Information Security Incident; (vi) indemnify/reimburse CHEROKEE NATION ENTERTAINMENT for any costs incurred by CHEROKEE NATION ENTERTAINMENT arising out of or in connection with any such Information Security Incident, including CHEROKEE NATION ENTERTAINMENT’s internal and external costs (legal fees, consulting fees, etc.) associated with addressing and responding to the Information Security Incident; and (vii) defend and hold CHEROKEE NATION ENTERTAINMENT harmless from any third party claims made or fines, fees, or penalties assessed or levied against CHEROKEE NATION ENTERTAINMENT which directly or indirectly resulted from the Information Security Incident. Subject to applicable legal and regulatory requirements, Provider must obtain the approval of CHEROKEE NATION ENTERTAINMENT prior to the publication or communication of any filings, communications, notices, press releases or reports related to any Information Security Incident that expressly mentions CHEROKEE NATION ENTERTAINMENT or its Affiliates. The provisions of this Section shall survive any expiration or earlier termination of this Agreement. In the event Provider has experienced an Information Security Incident which may or may not have involved the Protected Information of CHEROKEE NATION ENTERTAINMENT, Provider shall immediately respond to any inquiries from CHEROKEE NATION ENTERTAINMENT concerning such Information Security Incident, including without limitation the extent of any effect or impact concerning the Protected Information of CHEROKEE NATION ENTERTAINMENT.

[bookmark: _Toc173507629]BUSINESS CONTINUITY PLAN

Provider shall have adopted a Business Continuity Plan which provides for, at a minimum, the following: (1) procedures for contingencies, business disruption and resumption plans, disaster recovery plans and proper risk controls for the services to be provided pursuant to this Agreement; (2) the capability to establish a disaster recovery platform at a remote data center, which shall, at a minimum, conform to the greater of (a) the policies and procedures Provider has for its own data or (b) the then current standards in the industry, but in no event less than the use of reasonable care. The Business Continuity Plan must be tested annually. The Business Continuity Plan must be based on business impact analysis for recovery time, recovery points and priority. The Business Continuity Plan must be reviewed and accepted by CHEROKEE NATION ENTERTAINMENT on a yearly basis or when changes to the plan occur.

[bookmark: _Toc173507630]DATA OWNERSHIP and RIGHTS

All data, records, and reports, including any Protected Information, provided by CHEROKEE NATION ENTERTAINMENT to Provider; or resulting from or generated in connection with the Services performed by Provider under this Agreement for the benefit of CHEROKEE NATION ENTERTAINMENT, its parent or Affiliates (collectively referred to as “Collective Data”) shall be recognized and treated by Provider, its employees, agents, and subcontractors as the exclusive property of CHEROKEE NATION ENTERTAINMENT. Provider agrees and acknowledges that at no time does it have any rights, title, or interests in any Collective Data and waives all moral rights and droits de suite that Provider may have to the Collective Data. Provider, its employees, agents, and subcontractors shall not take any actions which challenge, infringe, condition, or place in question CHEROKEE NATION ENTERTAINMENT’ absolute rights, title, and interests in the Collective Data. Provider shall, at all times, recognize that the work products, including all data included therein, resulting from the Services performed by Provider, its employees, agents, or contractors shall be considered a work made for hire under the copyright laws of the United States (Section 101 of the U.S. Copyright Act). If any rights, title, or interests in or to any Collective Data does not vest or transfer to CHEROKEE NATION ENTERTAINMENT by operation of law upon Provider completing the Services, Provider, its employees, agents, or contractors shall take any actions or execute any instruments necessary to perfect and transfer all rights, title, and interests in such Collective Data in and to CHEROKEE NATION ENTERTAINMENT. Provider agrees that all Collective Data, including any work products created in full or in part by Provider, may be maintained, changed, modified and/or adapted by CHEROKEE NATION ENTERTAINMENT without the consent of Provider. Notwithstanding the foregoing, the CHEROKEE NATION ENTERTAINMENT may agree, in its sole discretion, in writing that certain identified and designated rights in the work products resulting from Provider’s performance under this Agreement will remain with the Provider.

Upon CHEROKEE NATION ENTERTAINMENT request, Provider shall provide a copy of any Collective Data to CHEROKEE NATION ENTERTAINMENT in a format acceptable to CHEROKEE NATION ENTERTAINMENT. Upon expiration of this Agreement or termination of this Agreement or at the request of CHEROKEE NATION ENTERTAINMENT for any reason, Provider shall (a) deliver to CHEROKEE NATION ENTERTAINMENT, at no cost to CHEROKEE NATION ENTERTAINMENT, a current copy of all of the Collective Data in a medium and format acceptable to CHEROKEE NATION ENTERTAINMENT and (b) completely destroy or erase all other copies of the Collective Data in the possession of Provider, its agents or contractors regardless of the medium of storage, including but not limited to electronic, hard copy, other memory device, or 3rd party stored data solutions (i.e. Azure Cloud). Provider shall have its officers certify in writing that it has so destroyed or erased all copies of the Collective Data and that Provider has not and shall not make any use of the Collective Data or retained any copies of such data for any reason not agreed to by CHEROKEE NATION ENTERTAINMENT.

[bookmark: _Toc173507631]PHYSICAL SECURITY and AUDIT RIGHTS

All Collective Data must be stored in a physically and logically secure environment that protects it from unauthorized access, modification, theft, misuse, or destruction. Provider shall ensure that all Privacy and Information Security Requirements, as defined herein, shall be put in place to safeguard all Collective Data which does not meet the definition or have the characteristics of Personal Data. Provider shall maintain an adequate level of physical security controls over its facilities and data storage and processing equipment.
During the Term, CHEROKEE NATION ENTERTAINMENT or its third-party designee may, but is not obligated to, perform audits of Provider’s environment, including unannounced penetration and security tests, as it relates to the receipt, maintenance, use, or retention of Protected Information. Any regulatory authority exercising proper jurisdiction over the operations of CHEROKEE NATION ENTERTAINMENT or any of its Affiliates shall have the same right to audit upon request. Provider agrees to comply with all reasonable recommendations that result from such inspections, tests, and audits within reasonable time frames. Provider shall take any actions necessary to ensure its environment meets the Privacy and Information Security Requirements as defined herein. Provider also agrees to provide CHEROKEE NATION ENTERTAINMENT with a copy of all Service Organization Control (SOC) 2 Audits, which shall be conducted on at least a bi-annual basis.
[bookmark: _Hlk142574894]
[bookmark: _Toc173507632]CHEROKEE NATION ENTERTAINMENT OBLIGATIONS

CHEROKEE NATION ENTERTAINMENT will be responsible, only for systems not maintained or operated by Provider, for employing all physical, administrative, and technical controls, screening, and security procedures and other safeguards necessary to: (a) securely administer the distribution and use of all Access Credentials and protect against any unauthorized access to or use of the Services; and (b) control the content and use of Protected Information, including the uploading or other provision of Protected Information pursuant to this Agreement.

[bookmark: _Toc173507633]SECTION V

[bookmark: _Toc173507634]STANDARD ARTIFICIAL INTELLIGENCE (AI.) TERMS and CONDITIONS

[bookmark: _Toc173507635]DEFINITIONS

Generative AI System (GAIS) - Software applications or platforms that leverage artificial intelligence to create, modify, or generate content, including but not limited to text, images, videos, audio, or the like. 

[bookmark: _Toc173507636]CNE ARTIFICIAL INTELLIGENCE (AI) and GAIS STANDARDS

While performing the Services and fulfilling its obligations, as outlined in this Agreement Provider agrees to adhere to the following standards:
1.	Provider shall not by any means connect a GAIS to CHEROKEE NATION ENTERTAINMENT’s connected infrastructure without the express written approval of CHEROKEE NATION ENTERTAINMENT.
2.	Provider shall not use any form of a GAIS to make automated decisions that affect material or individual rights or well-being (e.g., finance, legal, employment, healthcare, housing, insurance, and social welfare).
3.	Provider shall not create content using a GAIS, transmit content created by a GAIS, use a GAIS to create, edit, or memorialize any binding transaction, or use a GAIS as a means to store CHEROKEE NATION ENTERTAINMENT information, unless:
a.	CHEROKEE NATION ENTERTAINMENT has approved and recognized the GAIS as a third-party vendor who can be used for an intended and specific use case or business purpose as expressly provided for in this Agreement; and
b.	Provider has been expressly authorized in this Agreement to use the GAIS for a specific purpose as defined in this Agreement; and
c.	Provider and its employees, contractors, consultants, and agents, have been trained on each GAIS which has been authorized for use under this Agreement; and
d.	Provider shall provide updates to the CHEROKEE NATION ENTERTAINMENT, upon CHEROKEE NATION ENTERTAINMENT’s request, regarding approved usage and any legal and/or regulatory requirements of the GAIS.
4.	Provider shall immediately cease the use of any GAIS upon the request of CHEROKEE NATION ENTERTAINMENT.
5. 	Any attempt to contravene or bypass the GAIS approval processes or circumvent security procedures will be deemed a material breach of this Agreement. 
6.	Provider shall report any actual or suspected unauthorized use of a GAIS to CHEROKEE NATION ENTERTAINMENT. 
7.	Provider shall not provide any Collective Data, as defined herein, to a GAIS, either as an input, as part of a prompt, or in any other manner. Provider shall ensure that Collective Data is protected in accordance with the CNE STANDARD DATA PRIVACY AND PROTECTION STANDARDS.
8.	Provider shall obtain CHEROKEE NATION ENTERTAINMENT approval prior to the use of any GAIS created content in whole or in part, in the conduct of [CHEROKEE NATION ENTERTAINMENT] business.
9.	Provider shall not create any GAIS content, in whole or in part, which CHEROKEE NATION ENTERTAINMENT determines, in its sole discretion, to be:
a.	Content that is illegal under local, state, federal or international law or is perceived to promote violations of law (i.e., promoting illegal substances, extremism, violence, abuse, etc.); or
b.	Content used to interfere with the general course and scope of [CHEROKEE NATION ENTERTAINMENT] business (i.e., spam, phishing, malware, deceptive activities, fraudulent activities, etc.); or
c.	Content that could be considered by others to be threatening or harmful (i.e. promotes hatred, considered intimidation or harassment, promotes self-harm, or otherwise impacts protected characteristics, etc.) or that could be used to facilitate dangerous activity by others; or
d.	Content that is intended to misrepresent, misinform, or provide misleading information (i.e., claims of expertise or lack thereof by [CHEROKEE NATION ENTERTAINMENT], competitor, or others); or
e.	Content which includes a representation of actual work by an individual living or deceased or by another organization is prohibited without explicit disclosure and/or explicit consent; or
f.	Content that can be considered to include protected, proprietary, confidential, or otherwise sensitive information of CHEROKEE NATION ENTERTAINMENT or any third party (i.e., trade secrets, intellectual property, financial position, personally identifiable information, personal health information, personal financial information, etc.); or
g.	Content that the CHEROKEE NATION ENTERTAINMENT determines is inconsistent with the CHEROKEE NATION ENTERTAINMENT's mission, values, and ethical standards.
10.	Any deliverable or other work product prepared and provided by Provider which includes any GAIS created content, in whole or in part, and complies with and meets the standards requirements stated above must also:
a.	Meet the CHEROKEE NATION ENTERTAINMENT’s brand standards; and
b.	Include full disclosure of the use of a GAIS any resulting Generative AI content and the extent to which the GAIS and the resulting content was used.
11.	Provider shall for review and GAIS created content for validity, appropriateness, and ensuring the content meets the CNE STANDARD ARTIFICIAL INTELLIGENCE (AI) STANDARD prior to the use or distribution of the GAIS created content.
12.	Provider acknowledges that it has no rights of privacy while accessing a GAIS using CHEROKEE NATION ENTERTAINMENT property.  CHEROKEE NATION ENTERTAINMENT is not obligated to monitor transmissions to an approved GAIS, but may monitor usage without Provider’s prior written or verbal notice.
13.	Provider acknowledges that all GAIS created content must be retained in accordance with all CHEROKEE NATION ENTERTAINMENT policies. 
14.	Provider shall create and maintain an audit schedule of the use of a GAIS and any content created by the use of such GAIS to ensure use and operation of the GAIS is in accordance with these standards and CHEROKEE NATION ENTERTAINMENT’s mission, values, and ethical standards.
15. 	Provider shall maintain a maintenance schedule to track any updates to AI software or a GAIS used while performing under this Agreement.

[bookmark: _Toc173507637]SECTION VI

[bookmark: _Toc173507638]LIMITATION ON LIABILITY and INDEMNIFICATION

[bookmark: _Toc173507639]LIMITATION ON LIABILITY

IN NO EVENT SHALL CHEROKEE NATION ENTERTAINMENT BE LIABLE FOR ANY DAMAGES OF ANY KIND, UNDER ANY LEGAL THEORY ARISING OUT OF OR IN CONNECTION WITH THE USE AND DEVELOPMENT OF ANY GENERATIVE AI SYSTEM OR ANY DATA CREATED THEREFROM BY PROVIDER, ITS EMPLOYEES, AGENTS, CONSULTANTS, OR CONTRACTORS. THE FOREGOING INCLUDES ANY DIRECT, IN DIRECT, SPECIAL, INCIDENTAL, CONSEQUENTIAL OR PUNITIVE DAMAGES, INCLUDING BUT NOT LIMITED TO, LOSS OF REVENUE, LOSS OF PROFITS, LOSS OF BUSINESS OR ANTICIPATED SAVINGS, LOSS OF USE, LOSS OF GOODWILL, LOSS OF DATA, AND WHETHER CAUSED BY TORT (INCLUDING NEGLIGENCE), BREACH OF CONTRACT OR OTHERWISE, EVEN IF FORESEEABLE. THE FOREGOING DOES NOT AFFECT ANY LIABILITY WHICH CANNOT BE EXCLUDED OR LIMITED UNDER APPLICABLE LAW.
  
[bookmark: _Toc173507640]INDEMNIFICATION

Provider shall defend (at CHEROKEE NATION ENTERTAINMENT's option), indemnify and hold harmless CHEROKEE NATION ENTERTAINMENT, its parent, subsidiaries, and affiliates and their respective directors, officers, employees, representatives and agents and the Chief and Tribal Council of the Cherokee Nation (collectively referred to as the Cherokee Nation Group) from and against any claim, demand, cause of action, judgment, settlement, penalty, lien, fine, liability, damages, loss or expense, including all expenses of litigation, court costs and attorneys' fees and expenses (collectively referred to as "Claims") reasonably incurred by the Cherokee Nation Group in any Claim, action or proceeding between the Cherokee Nation Group and any third party arising directly or indirectly from or related in any way to Provider's failure to perform the Services in accordance with the terms of this Agreement, including the CNE STANDARD DATA PRIVACY AND PROTECTION STANDARDS and the CNE ARTIFICIAL INTELLIGENCE (AI) AND GAIS STANDARDS or results, in any way, from Provider's breach of its confidentiality or data privacy and protection obligations defined herein or from Company's use of any GAIS created content or any work product provided by Contractor which contains GAIS created content. This indemnity, defense and hold harmless provision shall not apply to the extent CHEROKEE NATION ENTERTAINMENT is found to be negligent.
Nothing in this Agreement shall exclude or limit either Party's liability to the other in respect of: (a) damages directly suffered by a Party as a result of the other Party's breach of its confidentiality or data protection and privacy obligations; (b) damages directly suffered by a Party as a result of the negligence, intentional misconduct or fraud of the other Party; or (d) a Party's indemnification obligations under this Agreement.


[bookmark: _Toc173507641]SECTION VII

[bookmark: _Toc173507642]INSURANCE REQUIREMENTS

[bookmark: _Toc173507643]INSURANCE REQUIREMENTS FOR IT PROFESSIONAL SERVICES:
[bookmark: _Hlk162510499]
Contractor’s Insurance: IT Contractor shall procure and maintain for the duration of the contract insurance against claims for injuries to persons or damages to property which may arise from or in connection with the performance of the work hereunder by the Contractor, its agents, representatives, or employees. IT Contractor shall procure and maintain insurance throughout the duration of the contract for claims arising out of their professional services and including, but not limited to loss, damage, theft or other misuse of data, infringement of intellectual property, invasion of privacy and breach of data.

[bookmark: _Toc173507644]MINIMUM SCOPE and LIMIT OF INSURANCE

Coverage shall at a minimum include the following:
(1) Commercial General Liability (CGL): Insurance Services Office Form CG 00 01 covering CGL on an “occurrence” basis, including products and completed operations, property damage, bodily injury and personal & advertising injury with limits no less than $1,000,000 per occurrence. If a general aggregate limit applies, either the general aggregate limit shall apply separately to this project/location (ISO CG 25 03 or 25 04) or the general aggregate limit shall be at least twice the required occurrence limit.

(2) Automobile Liability: Insurance Services Office Form Number CA 0001 covering, Code 1 (any auto), or if Contractor has no owned autos, Code 8 (hired) and 9 (non-owned), with limit no less than $1,000,000 per accident for bodily injury and property damage.

(3) Workers’ Compensation insurance insurance as statutorily required by applicable jurisdiction(s), with Statutory Limits, and Employer’s Liability Insurance with limit of no less than $1,000,000 per accident for bodily injury or disease.
(Not required if Contractor provides written verification it has no employees) 

(4) Technology Professional Liability Errors and Omissions Insurance appropriate to the Contractor’s profession and work hereunder, with limits not less than $2,000,000 per occurrence. Coverage shall be sufficiently broad to respond to the duties and obligations as is undertaken by the Vendor in this agreement and shall include, but not be limited to, claims involving infringement of intellectual property, copyright, trademark, invasion of privacy violations, information theft, release of private information, extortion and network security. The policy shall provide coverage for breach response and remediation costs as well as regulatory fines and penalties as well as credit monitoring expenses with limits sufficient to respond to these obligations.
a. [bookmark: _Hlk102575386]The Policy Where exposure exists, Coverage shall include, or be endorsed to include, property damage liability coverage for damage to, alteration of, loss of, or destruction of electronic data and/or information “property” of the others in the care, custody, or control of the Contractor. If not covered under the Vendor’s liability policy, such “property” coverage of the Company may be endorsed onto the Vendor’s Cyber Liability Policy as covered property as follows:
b. Cyber Liability coverage in an amount sufficient to cover the full replacement value of damage to, alteration of, loss of, or destruction of electronic data and/or information “property” of the Company that will be in the care, custody, or control of Vendor. 
c. The Insurance obligations under this agreement shall be the greater of 1—all the Insurance coverage and limits carried by or available to the Vendor; or 2—the minimum Insurance requirements shown in this agreement. Any insurance proceeds in excess of the specified limits and coverage required, which are applicable to a given loss, shall be available to Company. No representation is made that the minimum Insurance requirements of this agreement are sufficient to cover the indemnity or other obligations of the Vendor under this agreement. 

If the Contractor maintains broader coverage and/or higher limits than the minimums shown above, the Entity requires and shall be entitled to the broader coverage and/or the higher limits maintained by the contractor. Any available insurance proceeds in excess of the specified minimum limits of insurance and coverage shall be available to the Entity.

[bookmark: _Toc173507645]OTHER INSURANCE PROVISIONS

The insurance policies are to contain, or be endorsed to contain, the following provisions:
Additional Insured: The Entity, its owner and/or parent and affiliates, and their officers, officials, employees, and volunteers are to be covered as additional insureds under paragraphs (1) and (2) above with respect to liability arising out of work or operations performed by or on behalf of the Contractor including materials, parts, or equipment furnished in connection with such work or operations.
Primary Coverage: For any claims related to this contract, Contractor’s insurance coverage shall be primary insurance primary coverage at least as broad as provided in ISO CG 20 01 04 13 as respects the Entity, its owner and/or parent and affiliates, and their officers, officials, employees, and volunteers. Any insurance or self-insurance maintained by the Entity, its officers, officials, employees, or volunteers shall be excess of the Contractor’s insurance and shall not contribute with it.
Waiver of Subrogation: Contractor hereby grants to Entity a waiver of any right to subrogation which any insurer of said Contractor may acquire against the Entity by virtue of the payment of any loss under such insurance. Contractor agrees to obtain any endorsement that may be necessary to affect this waiver of subrogation, but this provision applies regardless of whether or not the Entity has received a waiver of subrogation endorsement from the insurer.
Self-Insured Retentions: Self-insured retentions must be declared to and approved by the Entity. The Entity may require the Contractor to provide proof of ability to pay losses and related investigations, claim administration, and defense expenses within the retention. The policy language shall provide, or be endorsed to provide, that the self-insured retention may be satisfied by either the named insured or Entity.
Acceptability of Insurers: Insurance is to be placed with insurers authorized to conduct business in the state with a current A.M. Best’s rating of no less than A:VII, unless otherwise acceptable to the Entity.
[bookmark: _Hlk102575423]Claims Made Policies: If any of the required policies provide coverage on a claims-made basis: (1) The Retroactive Date must be shown and must be before the date of the contract or the beginning of contract work; (2) Insurance must be maintained and evidence of insurance must be provided for at least five (5) years after completion of the contract of work; AND (3) If coverage is canceled or non-renewed, and not replaced with another claims-made policy form with a Retroactive Date prior to the contract effective date, the Contractor must purchase “extended reporting” coverage for a minimum of five (5) years after completion of contract work.
Subcontractors: Contractor shall require and verify that all subcontractors maintain insurance meeting all the requirements stated herein, and Contractor shall ensure that Entity is an additional insured on insurance required from subcontractors.

[bookmark: _Toc173507646]VERIFICATION of COVERAGE

Contractor shall furnish the Entity with original Certificates of Insurance including all required amendatory endorsements (or copies of the applicable policy language effecting coverage required by this clause) and a copy of the Declarations and Endorsement Page of the CGL policy listing all policy endorsements to the Entity before work begins. However, failure to obtain the required documents prior to the work beginning shall not waive the Contractor’s obligation to provide them. The Entity reserves the right to require complete, certified copies of all required insurance policies, including endorsements required by these specifications, at any time.
Special Risks or Circumstances
Entity reserves the right to modify these requirements, including limits, based on the nature of the work being performed, risk, prior experience, insurer, coverage, or other special circumstances.

[bookmark: _Toc173507647]SECTION VIII

[bookmark: _Toc173507648]BOND REQUIREMENTS

[bookmark: _Toc173507649]BID BOND and PERFORMANCE, PAYMENT, and MAINTENANCE BONDS:

(A) Bid Bond. If required per the Statement of Work, a Bid Bond may be required as proof of the Bidder's ability to bond the Work. If awarded the Work, Performance, Payment, and Maintenance Bonds may be required as indicated below.

(B) Performance and Payment Bond. If required per the Statement of Work or Contract Agreement, the successful Bidder shall obtain and provide to Company a Payment and Performance bond covering the discharge of the successful Bidder's obligations. This insurance guarantee shall represent one hundred percent (100%) of the total contract award (including any and all subsequent additions and deletions to the contract award due to changes in the scope of the work). Said bond shall be issued in a form acceptable to Company covering the obligations of the successful Bidder under the Contract Agreement. Company may, at its election, terminate the Contract Agreement if the required bond is not obtained within such time as Company will deem reasonable (in no event later than commencement of the Work). This insurance guarantee shall remain in full force until final acceptance of successful Bidder's work.

Any increase in the Contract amount shall automatically result in a corresponding increase in the Bond's penal amount without notice to or consent from Surety, such notice and consent being hereby waived. Decreases in the Contract amount shall not, however, reduce the Bond's penal amount unless specifically provided in said Change Order.
 
The Surety hereby waives notice of any change, including changes of time, to the Construction Contract or to related subcontracts, purchase orders, and other obligations.


(C) Maintenance Bond. 	If required per the Statement of Work or Contract Agreement, the successful Bidder may be required to obtain and provide to Company a Maintenance Bond guaranteeing Company, that the Bidder will solve all maintenance issues during the specified maintenance period, which is usually one (1) year from final acceptance of successful Bidder's work. The maintenance period could be longer depending upon the terms of the Contract Agreement.

Additional bonding requirements may be identified by the Company in the Statement of Work or Contract Agreement.


[bookmark: _Toc173507650]SECTION IX

[bookmark: _Toc173507651]CONFIDENTIALITY and BUSINESS RELATIONSHIP/NON-COLLUSION REPRESENTATIONS

In connection with discussions and/or negotiations between the responding entity ("Bidder") and the applicable Cherokee Nation entity ("Company") (individually "Party" or collectively "Parties") regarding 

PROJECT NAME:  CNE- Third-Party Vendor Risk Management Software


RFP NUMBER: 

Each Party agrees that any written information, drawings or data disclosed by the other Party as well as all information becoming known to either Party concerning the other Party's inventions, discoveries, improvements, methods, business plans, ventures, practices, enterprises, or operation, or any other information affecting the business operations of the other Party shall be deemed to be confidential and proprietary information owned by such Party, and shall be protected by the receiving Party in the same manner and with the same degree of care the receiving Party treats its own confidential or proprietary information ("Confidential Information"). The receiving Party agrees to and shall be fully responsible for all Confidential Information of the disclosing Party in the receiving Party's possession and the receiving Party shall promptly upon demand, return all such Confidential Information and reproductions therefrom to the disclosing Party or destroy the Confidential Information and certify such destruction to the disclosing Party. If either Party loses or makes an unauthorized disclosure of the other Party's Confidential Information, it shall notify such other Party immediately and use reasonable efforts to retrieve the lost or wrongfully disclosed Confidential Information.
Confidential information shall not be disclosed, except to the extent required by law, to any third person or entity without the prior written consent of the disclosing Party other than to those directors, officers, employees, affiliates, agents or consultants with a need to know the Confidential Information in connection with the project referenced above. Except as permitted in the previous sentence, prior to disclosure to any such third person or entity, such third person or entity must have agreed in writing to treat the Confidential Information as confidential in the same manner as required of the receiving Party.   The Parties shall use the Confidential Information only in connection with continuing discussions by the Parties concerning the Project, except as may otherwise be mutually agreed upon in writing.
Confidential information shall be treated in the manner specified above until such time as such Confidential Information: (i) is otherwise available in the public domain; (ii) is established to have been lawfully known by the receiving Party prior to receipt of such Confidential Information from the disclosing Party or becomes known by the receiving Party through a third party not subject to the non-disclosure requirements of this Agreement; (iii) is developed by or on behalf of the receiving Party independent of any Confidential Information furnished by the disclosing Party under this Agreement or (iv) is required to be released by a valid law, regulation or court order, and sufficient notice is given by the receiving Party to the disclosing Party of any such requirement or request to permit the disclosing Party to seek an appropriate protective order or exemption from such requirement or request.
The receiving Party acknowledges that in the event of an unauthorized disclosure, the damages incurred by the disclosing Party may be difficult if not impossible to ascertain, and that the Disclosing Party may seek injunctive relief as well as monetary damages from the receiving Party.   Neither the disclosure of Confidential Information, nor the ongoing discussions and correspondence between the receiving Party and the disclosing Party, shall constitute or imply a commitment or binding obligation between the parties or their respective affiliated companies.
Neither Party shall be: (a) responsible or liable for any business decisions made or inferences drawn by the other Party in reliance on this Agreement or in reliance on actions taken or disclosures made pursuant to this Agreement; or (b) liable to or through the other Party for amounts representing loss of profits, loss of business, or special, indirect, consequential, or punitive damages.

This Agreement shall be binding upon Company with regard to the Project as if executed by Company and shall become effective upon signature by Bidder ("Effective Date"). The Agreement shall continue in force until terminated by either Party, notice is provided by Company that Bidder was not the winning Bidder, or until superseded by a subsequent non-disclosure or definitive agreement containing confidentiality provisions. The obligations of the parties shall survive and continue beyond the expiration or termination of the Agreement for a period of two (2) years with regard to Confidential Information.
NOTWITHSTANDING ANYTHING IN THIS AGREEMENT TO THE CONTRARY OR PRESENTED IN THE BID PROPOSAL DOCUMENTATION, NEITHER PARTY MAKES ANY REPRESENTATIONS OR WARRANTIES OF ANY NATURE WHATSOEVER WITH RESPECT TO ANY INFORMATION DISCLOSED, INCLUDING, WITHOUT LIMITATION, ANY WARRANTIES OF MERCHANTABILITY OR FITNESS FOR A PARTICULAR PURPOSE OR AGAINST INFRINGEMENT. 
The Parties acknowledge that this Agreement does not restrict the ability either to engage in their respective businesses nor does it limit either Party's use or application of any information or knowledge acquired independently of the other without a breach of this Agreement in the course of such Party's business.
The Parties agree that this document may be electronically signed and that signatures appearing on this document are the same as handwritten signatures for the purposes of validity, enforceability, and admissibility.

SIGNED: __________________________________
						TITLE: Click or tap here to enter text.
						DATE: Click or tap to enter a date.


CONFIDENTIALITY and BUSINESS RELATIONSHIP/NON-COLLUSION REPRESENTATIONS

Click or tap here to enter text., on behalf of Click or tap here to enter text. (Bidder name) represents and warrants that the nature of any partnership, joint venture, or other business relationship presently in effect or which existed within one (1) year prior to the date of this statement with Company or other party to the services provided under the Agreement is as follows:
Click or tap here to enter text.
Click or tap here to enter text.

Click or tap here to enter text., on behalf of Click or tap here to enter text. (Bidder name) represents and warrants that any such business relationship presently in effect or which existed within one (1) year prior to the date of this statement between any officer or director of Consultant and any officer, director, manager or member of the Board of Directors of Company or other party to the project is as follows:
Click or tap here to enter text.
Click or tap here to enter text.

Click or tap here to enter text., on behalf of Click or tap here to enter text. (Bidder name) represents and warrants that the names of all persons having any such business relationships and the positions they hold with their respective companies or firms are as follows:
Click or tap here to enter text.
Click or tap here to enter text.

Click or tap here to enter text., on behalf of Click or tap here to enter text. (Bidder name) represents and warrants that any family/relative relationships present between any officer, director or agent of Bidder and any officer, director,  manager or member of the Board of Directors of Company other party to the Agreement is as follows:
Click or tap here to enter text.
Click or tap here to enter text.

Click or tap here to enter text., on behalf of Click or tap here to enter text. (Bidder name) represents and warrants states that the names of all persons having any such family/relative relationships and the positions they hold with their respective companies or firms are as follows:
Click or tap here to enter text.
Click or tap here to enter text.

If none of the business relationships hereinabove mentioned exist, Representative should so state below
Click or tap here to enter text.
Click or tap here to enter text.

SIGNED: __________________________________
						TITLE: Click or tap here to enter text.
						DATE: Click or tap to enter a date.


CONFIDENTIALITY and BUSINESS RELATIONSHIP/NON-COLLUSION REPRESENTATIONS


Click or tap here to enter text., on behalf of Click or tap here to enter text. (Bidder name) represents and warrants that (s)he is the agent authorized by the Bidder to submit the attached bid. Representative further states that the Bidder has not been a party to any collusion among bidders in restraint of freedom of competition by agreement to bid at a fixed price or to refrain from bidding; or with any employee of Company or any affiliate or wholly-owned entity of Company as to quantity, quality or price in the prospective definitive Agreement, or any other terms of said prospective definitive Agreement; or in any discussions between bidders and any official of Company or any affiliate or wholly-owned entity of Company concerning the exchange of money or other things of value for special consideration in the letting of a definitive Agreement.


						SIGNED: __________________________________
						TITLE: Click or tap here to enter text.
						DATE: Click or tap to enter a date.
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